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IBM FlashSystem

Efficient, policy-based data resilience
for all your storage needs

With more than 36 years of partnership with IBM®, Pellera Technologies has built
a legacy grounded in deep technical expertise and trusted collaboration. Having
originated from the IBM Libraries business, Pellera remains uniquely positioned
within the IBM ecosystem—particularly with IBM FlashSystem®, the only array
natively designed to communicate in the language of that system and its servers.
Our history is rich with technical champions across both Power Systems and
Storage, helping enterprises transform cold, legacy environments into cyber-
resilient, high-performance infrastructures powered by FlashSystem technology.

Our connection to IBM runs deep. We’ve been recognized with multiple IBM
Excellence Awards and an IBM Partner Plus Award in the Digital Defense category
for North America. We’ve also served as beta testers, participated in user and
business partner groups, and cultivated relationships and foundational knowledge
that few can match. This uniquely integrated relationship makes Pellera a natural
and trusted partner for any organization investing in IBM solutions. When you
think of IBM FlashSystem, you should think of Pellera.

Today, businesses of all sizes are challenged to do more with less and adhere to
high-performance standards that meet critical business needs and comply with
regulations. Properly building your enterprise data storage infrastructure is critical
today and into the future. Yet modern storage environments are more complex
than ever—making it harder to keep operations simple and resilient.

IBM FlashSystem provides mission-critical performance through advanced data
resiliency capabilities that help simplify your IT operations—whether protecting
against, detecting or recovering from any data-loss risks and threats. Designed
to provide resilient data storage in the event of failure scenarios—especially
cyberattacks—IBM FlashSystem offers AI and machine learning (ML) capabilities
to detect threats early and recover fast. Easily deploy and manage the solution
with enterprise data replication services, 2-site high availability that enables
active—active configurations, including the new 3-site data replication feature.
Together, these provide a comprehensive data resilience offering that can
support the data resilience needs of all businesses.
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The data resiliency capabilities of IBM FlashSystem include 2-site replication,
active—active high availability, 3-site replication, immutable safeguarded copies
and ransomware threat-detection options. These capabilities help your business
maintain operations in the event of a cyberattack, system failure or natural disaster
and are designed to be simple yet impactful. Built-in policies automatically deploy
high availability (HA) and disaster recovery (DR). Policy-based HA provides a zero
recovery point objective (RPO) solution for two storage systems with synchronous
replication across metro-area distances and active—active access for servers

at both sites with seamless failover for zero recovery time objective (RTO).
Additionally, 3-site replication increases the data resilience capabilities of IBM
FlashSystem for the most critical business workloads.

IBM FlashSystem provides several critical
operational resilience benefits.

Simplified data replication services for business of all sizes
Easily configure policy-based replication that supports
2-site, high-availability, and 3-site deployments for flexible
data protection. Replicate data across locations, enabling
delivery of RPO and RTO based on the needs of your storage
architecture. With 2-site HA, both sites can be active at the
same time, ensuring no loss of application availability even
when one site goes down. And with 3-site replication, even
higher service levels can be delivered when 2-site HA is
connected to a third DR site.
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By providing integrated AI and ML ransomware threat
detection combined with immutable, safeguarded copies
of your data, IBM FlashSystem protects stored data from
cyberattacks. Together, these capabilities help recover
immutable copies of protected data in as little as 60
seconds.IBM® FlashCore® modules have industry-leading
capabilities that scan every I/O for threats, with no impact
to system performance.*

@ Resilient data protection and threat detection

Quick data recovery for backup and security platforms
[¥] T3] Integrate our storage offering with your IT infrastructure
L] security and backup platforms to quickly isolate and
recover clean copies in case of a failure. Rapid recovery

is always critical in today’s world. As data breaches and
cyberattacks continue to rise, integration across IT silos
that results in better visibility and response is more critical
to your organization than ever.
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Data mobility and compliance business requirements
@ Simplify data mobility with IBM FlashSystem policy-
based replication, making it easier to move volumes
or partitions across your environment. The flash grid
helps simplify moving data partitions within your storage
environment, optimize workload placement and support
efforts aimed at meeting regulatory and business
compliance standards.

[ Provides AI-powered observability and advisories

Gain a clear view of your IBM FlashSystem resiliency

Ol | posture with IBM Storage Insights, featuring easy-to-
read dashboards for workload protection, ransomware
anomalies, and performance trends. Al-driven
advice on workload placement and capacity planning
obtained through Storage Insights makes it simple to
help ensure that you meet performance and uptime
SLAs and fully optimize your IT assets.

IBM FlashSystem drives better operational resilience when it comes to your
organization’s primary data storage. It provides for a wide variety of enterprise
workloads, including block storage, analytics, IT modernization, application
consolidation, virtualization and data protection. With ransomware threat
detection that scans all incoming I/O to identify anomalies that might indicate

the start of a cyberattack, IBM FlashSystem provides a security -based line of
defense when writing data on drives. This data resiliency innovation enables IBM
FlashSystem to protect, detect and respond, while helping ensure rapid recovery
of critical business data.

IBM offers a broad portfolio of hardware, software and services to help
organizations cost-effectively address their IT infrastructure needs. These include
robust data storage solutions to enable always-on, trustworthy storage and help
expedite recovery from disasters. Because business needs shift, IBM solutions
emphasize interoperability and the integration of new use cases or approaches,
from analytics to multisite backup to near-instant recovery.

For more information
To learn more, contact your IBM Business Partner:

Intellis Inc.
4169934212 | info@intellisinc.ca
https://intellisinc.ca/
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1. Internal experimentation by IBM Research® has demonstrated detection of ransomware within 1
minute of the ransomware starting its encryption process. This experiment was done on an IBM
FlashSystem 5200 with 6 IBM FLashCore Modules with the 4.1 firmware load. The 5200 had 8.6.3
GA-level software loaded. The host connected to the 5200 was running Linux® with the XFS file sys-
tem. In this particular case, the IBM ransomware simulator called Wannalaugh was used. Underlying
system must be compatible with IBM FlashCore Module 4.1 and version 8.6.3 GA-level software
loaded in order to receive results obtained.

IBM, the IBM logo, IBM FlashSystem, IBM FlashCore, and IBM Research are trademarks or
registered trademarks of IBM Corp., in the U.S. and/or other countries. Other product and service
names might be trademarks of IBM or other companies. A current list of IBM trademarks is avail-
able on ibm.com/legal/copytrade.

The registered trademark Linux is used pursuant to a sublicense from the Linux Foundation, the
exclusive licensee of Linus Torvalds, owner of the mark on a worldwide basis.

This document is current as of the initial date of publication and may be changed by IBM at any
time. Not all offerings are available in every country in which IBM operates.

All client examples cited or described are presented as illustrations of the manner in which some
clients have used IBM products and the results they may have achieved. Actual environmental costs
and performance characteristics will vary depending on individual client configurations and condi-
tions. Generally expected results cannot be provided as each client’s results will depend entirely on
the client’s systems and services ordered.

THE INFORMATION IN THIS DOCUMENT IS PROVIDED “AS IS” WITHOUT ANY WARRANTY, EXPRESS
OR IMPLIED, INCLUDING WITHOUT ANY WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PAR-
TICULAR PURPOSE AND ANY WARRANTY OR CONDITION OF NON-INFRINGEMENT. IBM products are
warranted according to the terms and conditions of the agreements under which they are provided.

The client is responsible for ensuring compliance with laws and regulations applicable to it. IBM
does not provide legal advice or represent or warrant that its services or products will ensure that the
client is in compliance with any law or regulation.
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